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Internet of Things

O
oo I0OT ANALYTICS Insights that empower you to understand loT markets

Total number of active device connections worldwide

Number of global active Connections (installed base) in Bn
35
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Note: Non-loT includes all mobile phones, tablets, PCs, laptops, and fixed line phones. loT includes all consumer and B2B devices connected — see loT break-down for further details
Source: loT Analytics Research 2018
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CSD.UoC

Internet of Things

Lo 10T ANALYTICS

Global Number of Connected IoT Devices

Number of global active loT Connections (installed base) in Bn

25
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2023

Insights that empower you to understand loT markets

2024
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‘ Wireless Neighborhood

Area Networks
(WNAN)

M 56
Other
Cellular / M2M
B Wired
LPWA

Wireless Local
Area Networks
(WLAN)

B Wireless Personal
Area Networks
(WPAN)

2025

Note: loT Connections do not include any computers, laptops, fixed phones, cellphones or tablets. Counted are active nodes/devices or gateways that concentrate the end-sensors, not every sensor/actuator. Simple one-
directional communications technology not considered (e.g., RFID, NFC). Wired includes Ethernet and Fieldbuses (e.g., connected industrial PLCs or /O modules); Cellular includes 2G, 3G, 4G; LPWAN includes unlicensed
and licensed low-power networks; WPAN includes Bluetooth, Zighee, Z-Wave or similar; WLAN includes Wi-fi and related protocols; WNAN includes non-short range mesh; Other includes satellite and unclassified

proprietary networks with any range.
Source: loT Analytics Research 2018
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Internet of Things

O
oo IOT ANALYTICS August 2018 Insights that empower you to understand loT markets

Global 1oT Market Forecast

Global loT Market in SB
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Note: Market defined as total spend of end-users on loT solutions
Source: loT Analytics Research 2018
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Internet of Things

o Smart Home/Building/City/everything
e V2X (vehicle to everything)
e V2V (venhicle to vehicle)
e V2I (vehicle to infrastructure)
e |loT (Industrial IoT)
e |OMT (Internet of Medical Things) / Smart Healthcare
e |oMT (Internet of Military Things)
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Smart Home Example

water heater contro

[Infrared alarm

raining monitor

(Automatic closing the window

system
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Internet of Things

o Wi-Fi [IEEE 802.11]

e BLE

e Zigbee - 6LOWPAN - Thread [IEEE 802.15.4]
 LoRaWAN

e SigFOX

o /-Wave

¢ 5G...
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Types of Networks

Area Taxonomy

Bluetooth LE
ZigBee
Thread (6LOWPAM)
Z-Wave
ANT
NFC (EMV) WirelessHART
RFID ISA100.11a (6loWPAN) 802.1 la/b/n/ac

EnOcean 802.1 laf (white space)

Plus more 802.1 lah & 802.11p Wi-SUN (6LoWPAN)
ZigBee-NAN
(6LOWPAN)

Cellular
Vireless 2G/3G/4G
Wireless Personal Wireless Local Nt LTE-MTC
Area Network Area Network b e e 5G in the future
(WPAN) '

Proximity

Low Power Wide Area
(LPWAN)

SIGFOX

LoRa

Telensa

PTC

Plus more

Contact range
(0-10 meter)

Short range
(10-100 meter)

Short/Medium range Medium range Long range
(100-1000 meter) (5-10 km) (up to 100km)

\
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Comparison

[ 2017 | 2018 [ 2019 | 2020 | 2021

222002
069 | 8402

Table 1.1: Global Annoual Unit Shipment of LPWAN Modules in
thousands
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Comparison

| LoRa | Siglx | NWave | IEEE 802.15.4g

3-8 urban 3-10 urban
Range (km) 15-20 suburban 3050 suburban Up to 8 Up to 1
15-45 flat
Freigq;f:llcy Sub-GHz Sub-GHz Sub-GHz 2.4 GHz Sub-GHz Sub-GHz

Spread Ultra Ultra Spread Ultra
Modulati FSK
oduiation Sprectrum NarrowBand NarrowBand | Sprectrum | NarrowBand >

Data rate (Kbps) | 0322 0106 10 per MH: 50-200
OTA upgrades

Table 2.1: Popular LPWAN protocols and their characteristics
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CSD.UoC
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LoRa\WAN

(P LPWAN
. Sensors

LoRaWAN™ '
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LoRa\WAN

Ronge

Spreading factor (SF)
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LoRa\WAN
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LoRa\WAN

—a—payload size = 30 —=o Allocation percentage
—o—payload size = 40 —=a PER

payload size = 50
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LoRa\WAN

Spreading
Factor

SNR (dB)

Table 3.2: SNR values for success demodulation of different SF
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Zigbee stack

ZigBee 3.0 Stack Applications

Application Profiles

Compliant

ZigBee Network (NWK) Layer ' ‘ Platform

IEEE® 802.15.4 MAC Layer PHY Layer
2.4GHz and 868/915 MHz
IEEE® 802.15.4 PHY Layer

Silicon & Z ) Application
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oLoWPAN stack

Application layer

Transmission layer

6LOWPAN Adaption layer

IEEE 802.15.4 MAC MAC layer

Physical layer
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Thread stack

Application

IEEE 802.15.4 MAC
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Thread vs Zigbee

Appltcation
p

¥ Zgbee A

THREAD ? Houting
- Network
6LoWPAN

IEEE 802.15.4 MAC
IEEE 802.15.4 PHY

<CS-435> Network Technology and Programming Laboratory
CSD.UoC Stefanos Papadakis spring 2025



Thread architecture

t'f H R E A D Network architecture

End Device Router Eligible
Thread Router

Leader

Border Router

Thread Link
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Zigbee architecture

Co-ordinator

End Device
End Device

End Device
Rout
outer End Device
End Device
R

Router

End Device Router
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802.15.4 architecture

. PAN coordinator O Full Function Device O Reduced Function Device
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what is the matter?

Ecosystems : PERSONAL
WIRELESS

and Cloud _ LIGHTING

Application
Layer

Profiles

Network/
Transport
Layer

Radio:
Physical/Link Layer I[EEE 802.15.4 I[EEE 802.11 Bluetooth

(MAC/PHY)
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what is the matter?

TCP/IP
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to BLE or not to BLE?
it's a mesh...

ADV (Not Relayed)
ADV (Low Power)
ADV Bearer

GATT Bearer

O Node

" ) Low Power node

\

© Relay node

3 °u Friend node

L
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o
/
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:l Friend feature (not used)

-
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to BLE or not to BLE?
it's a mesh...
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to BLE or not to BLE?
it's a mesh...

Applications

toot o API / Event |
Bluetooth Mesh Stack over Advertising Bearer Bluetooth Mesh stack

Mesh Models Network / Mesh Provisioning \
Management .

Client Server Removal Provisioning PDUs

Model layer IV Index
Recovery
Generic F B \ Foundation Model La
oundation model layer yer
Generic Access Profile Attribute Profile ° ' Y, L ekl
GAP (GATT) \

Key Refresh Generic

- Provisionin
Mesh Networking \ Network o g

Upper transport layer Creation

Security Manager Aftribute Access Layer NVS Storage
Protocol (SMP) Protocol (ATT) Lower transport layer J
4 - [ F ‘

eatures
Network layer Upper Transport Layer PB-ADV
Logical Link Control and Adaptation Low Power
Protocol (L2CAP) Advertising bearer (Bearer layer) Eriend
Lower Transport Layer
- = = = Host Controller Interface (HCl) = = = = > y Relay

Proxy Server Advertising

/ Proxy Client \

Low Energy Physical Layer (PHY) Mesh Bearer Layer
Advertising Bearer GATT Bearer

Provisioning
Service

Link Layer (LL) Network Layer

Bluetooth Low Energy Core Specification
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Physical Layer
LoRa

LoRa transmit spectrum mask, BW=125 KHz LoRa transmit spectrum mask, BW=250 KHz
TX Power =6 dBmI l 1
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(a) Spectrum mask for BW = 125 KHz (b) Spectrum mask for BW = 250 KHz
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CSD.UoC

Physical Layer
802.15.4¢

IEEE 802.15.4g transmit spectrum mask

|
_ | _Atten.-25dBm

-25 KHz 25 KHz

-150 KHz 150 KHz
300 KHz'

-100 0 100 200
Frequency (KHz)
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Spectrum Overlap 868 MHz
LoRa - 802.15.4¢

Channel Overlap for SUN as interferer

IEEE 802.15.4g
CH26

868.3 868.3250
LoRa CF IEEEE 802.15.4g CF

o)
)
®
©
=
a
£
< -

Major Step = 10 KHz
Minor Step = 2.5 KHz

-120

-130 5
8672 867.3 867.4 867.5 867.6

866.6 866.7 866.8 866.9 867 867.1
Frequency (MHz)
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Channels Overlap 868 MHz
LoRa - 802.15.4¢
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Channels Overlap 2.4 GHz
302.11 - 802.15.4 - BLE

ZigBee and Thread Channels

Bluetooth Classic Channels

Bluetooth Low Energy Channels

Wi-Fi Non-Overlapping Channels

ch1 (2412) ch6 (2437) ch11 (2462)
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Channels Overlap
302.11 - 802.15.4

Wi-Fi1 Channel 11

Channel 25
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CSD.UoC

Channels Overlap
02.11 -

US WLAN
(IEEE 802.11b)

1
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CSD.UoC

BLE channels

Frequency Hopping Frequency Hopplng
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Channel 37 Channed 38 Others are Data vartising

Channel 39
2402 MHz 2426 MHz - Py
( ) ( ) Channels (2480 MH )
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