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Figure 2.1. TCP session establishment and termination
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Overview

1. Layering the internet
2. Transport Layer

3. TCP theory and usage
4. Assignments

5. Conclusion
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Layering the internet

HTTP. FTP, SMTP,
BitTorrent

TCP UDP

Ethernet, WiFi

Application

Transport

Internet
—

Data &
Physical

Reliability, integrity,
packet ordering

Forwarding and routing
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Transport Layer

The transport layer 1s a conceptual division of methods 1n the
layered architecture of protocols in the network stack

>The protocols of this layer provide host-to-host communication

services for applications

Services:

e connection-oriented communication
* Reliability

 Flow control

e Multiplexing .
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TCP

Advantages:

* TCP always guarantees three things 1) your data reaches its
destination, 2) 1t reaches there in time and 3) it reaches there
without duplication.

* It automatically breaks up data into packets for you.

Disadvantages
* (Can not be used for broadcast or multicast transmission (or
not?)

* It 1s slower in functioning than UDP
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UDP (for comparison)

Advantages:

* Broadcast and multicast connections are available with UDP
which 1s not the case with TCP.

* It does not restrict you to connection based communication

model (handshake)
* Much faster than TCP
Disadvantages

* There are no guarantees with UDP. It 1s possible that a packet
may not be delivered, or delivered twice, or delivered not 1n
time.

* You have to manually break the data into packets
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TCP — The basics

TCP socket has 4 fields Socket: Endpoint of a two-way
1. Source IP address communication link between two programs

running on the net.
2. Source port number

3. Destination IP address

4. Destination port number

The recipient uses all 4 fields to forward the segment to the
correct socket.

* A web server can support multiple TCP sockets at the same

time
* Web servers have a separate socket for each client

HY335a, University of Crete Slide 7



TCP — The basics

* End-to-end support
(one sender one recipient — no multicasting)

* Packets arrived in order

* Pipelined: Send successive requests, over the same persistent

connection, without waiting for the answer

+ avoids latency of the connection

* Send and receive buffers

* Sends data to both socket _

doar

. . TCP
directions
e Handshake

* Congestion avoidance
+ avoids overloading the recipient with packets

TCP
receive buffer
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. TCP segment
32 bits

Bit number: 0 16 3l Countlng

Source port ] [ Destination purr] based on the

bytes not from
Sequence number ‘}-tge scomin

TCP | Acknowledgment
header T:;:,ﬁrlﬂe eeeee dE Eg EE Sliding-window sizeb Number of
Checksum | Urgent pointer | byt.es 2
_ ~ _ . Nrecled
Options | Padding
Dala

Same as UDP
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Three way handshake

Step 1: Client host sends a TCP SYN segment to server
- Identifies the 1nitial sequence number
- No data
Step 2: Server receives the SYN and sends back to host SYN ACK
- Identifies the initial sequence *‘ server )
number :
Step 3: Client recienves the SYN ACK 72027
and sends the ACK to server ;
along with the first data e

Client Server

= \/\

=

N
\S
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Socket closed

Step 1: Client Hosts sends TCP FIN to server

Step 2: Server sends to Host an ACK
Step 3: along with a FIN

Step 4: Host sends another ACK Initiator Receiver
Established Established
Connection Connection

actve close
FIN WAIT 1

FIN_WAIT_2

“I always ACK before closing TIME WAIT

the socket”

clientSocket.close (); Closed

C

b

— o

CLOSE WAIT
passive close

LAST_ACK

closed
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Sequence number

The client on either side of a TCP session maintains a 32-bit sequence number it
uses to keep track of how much data it has sent.
(Seq and ACK both keep the packets in correct line)

* When a host initiates a TCP session, its initial sequence number 1s effectively
random; it may be any value between 0 and 4,294,967,295.

P Frame 1 (74 bytes on wire, 74 bytes captured)
P Ethernet II, Src: AsustekC _b3:01:84 (00:1d:60:b3:01:84), Dst: Actionte_2f:47:87 (O
P Internet Protocol, Src: 192.168.1.2 (192.168.1.2), Dst: 174.143.213.184 (174.143.2
The aCknOWIGdgement < Transmission Control Protocol, Src Port: 54841 (54841), Dst Port: http (80), Seq: |
. . Source port: 54841 (54841)
number to inform the sending bestination port: http (50)
[Stream i1ndex: 0]

host that the transmitted data

Header length: 40 bytes

was received successfully > Flags: 0x02 (SYN)

Window size: 5840
P Checksum: 0x85f0 [validation disabled]
P Options: (20 bytes)

| | EI
0000 00 26 62 2f 47 87 00 1d 60 b3 01 84 08 00 45 00 .&b/G... "..... E. .
0010 00 3c 47 65 40 00 40 06 ad 64 cO a8 01 02 ae 8f .<Ge@.@. .d...... {
0020 d5 b8 d6 39 00 S0 PERENEE 00 00 00 00 a0 02 ...9.PRNM...... .

16 d0 85 fO 00 00 02 04 0S b4 04 02 08 Da 00 Od . ..vvrrr crvennns [~]

0030
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Sequence numbers and ACKs example

192.168.1.2

Time 174.143.213.18 comment

0.000 Seq =0 Ack =948880% ——  Three way handshake

0.047 Seq =0 Ack = 1 7’

0.047 Seq=1Ack=1

0.047 seq=1Ack=1 Clients HTTP request (Ack still 1 cause no data)

0.097 Seq =1 Ack =726 Acknowledge the data sent by the client in packet 4

0.100 Seq = 1 Ack = 726 Server's HTTP response (Ack still 1 cause no data arrived yet)
Seq: 726 because of the last packet, ACK: Having received 1448

0.100 _ Seq =726 Ack = 1449 ,y(c5 of data from the server, the client increases its ack to 1449.

0.100 - Seq = 1440 Ack = T26

0.100  Seq = 726 Ack = 2897

0.100 Seq = 26807 Ack = 726

0.100 Seq = 726 Ack = 4345

0.150 Seq = 4345 Ack = 726

0.150 Seq = 726 Ack = 5793

0.152 Seq = 65793 Ack = T26

0.152 Seq = 726 Ack = T241

0.152 Seq = 7241 Ack = 726

0.152 Seq = 726 Ack = 8550
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TCP Congestion Control

TCP uses a congestion window and a congestion policy that avoid congestion

If the network 1s busy it cannot deliver the data on time , 1t must tell the sender
to slow down

Congestion policy in TCP:

I Slow Start Phase: starts slowly increment is exponential to threshold

o Congestion Avoidance Phase: After reaching the threshold increment 1s by
1

3. Congestion Detection Phase: Sender goes back to Slow start phase or

Congestion avoidance phase.

Window size: How much data (in bytes) the receiving device is willing to
receive at any point in time
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TCP Congestion Control

Slow Start Phase : exponential increment — In this phase after every RTT the congestion
window size increments exponentially.

Congestion Avoidance Phase : additive increment — This phase starts after the threshold value
also denoted as ssthresh. The size of cwnd(congestion window) increases additive. After each
RTT cwnd = cwnd + 1

If congestion occurs, the congestion window size is decreased.
Retransmission can occur in one of two cases: when the RTO timer times out or when three

duplicate ACKSs are received.

Case 1 : Retransmission due to Timeout — In this case congestion possibility 1s high.

(a) ssthresh 1s reduced to half of the current window size.

(b) set cwnd =1

(c) start with slow start phase again.

Case 2 : Retransmission due to 3 Acknowledgement Duplicates — In this case congestion
possibility 1s less.

(a) ssthresh value reduces to half of the current window size.

(b) set cwnd= ssthresh

(c) start with congestion avoidance phase

HY335a, University of Crete Slide 15



Example (part of 2" assignment)

Congestion window size (segments)
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Transmission round
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RTT and Timeout

RTT: the amount of time 1t takes for a signal to be sent plus the amount of time
it takes for an acknowledgement of that signal to be received

RTO: When the sender 1s missing too many SENDER RECEIVER
acknowledgments and decides to take a time
out. After that sends 1,2,3 messages and so on Packet

ACK

est 1

est 1
est 2

1

est 2

fimecont
= packet lost

packet lost RTO
(Min 1s
Delay)

tirmeont

Y v v \J

Timeout for how long: Basically the timeout 1s Packot ACK
indicated by a retransmission of a packet that 1s

now considered lost.
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Question 1

Eivot 1o 1010 va av&avetot To congestion window katd pio, Lovaoo LETA TN
Ay omo kébe ACK makétov pe 1o va avéaveton o€ k6O RTT;Av dgv givan to
1010 G€ Ol MEPIMTMOT EMTLYYAVETOL LEYUADTEPO data-rate otnv TCP
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Answer 1

AvEnomn tov mapadvpov cuuPEopnons (congestion window) kotd pio LOvAOo GE
Kka0e RTT onuaivel ypapuutkn avénon tov mtapabvpov otov ¥povo (aploTePd 6T
oymua). Avtifeta, oavénomn tov mopabHPov KaTd pio Lovaoa pe Tnv Aqyn kade
ACK makétrov 1ocoovvapet e omaactocpid tov mopabvpov ce kdbe RTT,
ONAOT EKOETIKN AOENGT TOL GTOV XPOVO (0EELA GTO GYNUOY). 2TV 0EVLTEPT
nepintmon to HEYEHoc Tov mopabHPOL AVEAVETAL TOAD YP1YOP., ETLTVYYAVOVTOG
couvioua pueydio data rate.

210 TPOTOKOALO TCP vAomolovvTo Kot 01 000 alyopiOuol

2TINV GAcN NG aPYNS EKKIvoeNg t0 nuEyebog tov mapabvpov cuueopnong
ti0eton o 1 MSS (MaximumSegmentSize) Kol 6TV ouvELELD GVEAVETAL
ekOeTIKG oTOV YPOVO.

2TNV OACT NG GT0PVYNS CLUPOPNGNS TO LEYEDOC TOoL TaPaOVPOVL GVEAVETAL
YPOUUIKA GTOV ¥PpOVO UEYPL va, cLUPEl Kdmolo cuuPdv ammdAELOC TAKETOV.
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Question 2

Katd tn owdpkela piog TCP pong 6tav coufet timeout 11 emmrmcelg Oa
VITAPYOLY 6T0 UEYEDOC TS TANpoopiag mov Ba oteilel apéomg petd o TCP
transmitter;

Av ovufovv 2 duplicate ACKs avti yio timeout Tt yivetal 6€ owTn TNV
TEPITTMON;
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Answer 2

O TCP transmitter ekt TNV GLUEOPTNCT AVIYVELOVTOS events ATMAELNG
mokeTov. Eva makéto Oempeiton yopEvo av:

1) exmvedoel o ypovoueTpntnc (timeout event)
2) AneBovv3 101 ACKs (3 duplicate ACKs event).

1) 0 amocTOAENC EIGEPYETOL BTNV PACT aPYNC EKKIVNGMC, ONAaoT BETEL TO
mopdBvpo cuopueopnong e 1 MSS ko petd avcavel to mapdbvpo ekbetikd,
UEYPL VO PTAGEL GTO UIGO TNG TIUNG OV €lxe TPV amd To cvuPdv ANENG YpOVoL
(threshold= CongWin/2). 'Enetta, 0 amoctoAéns EIGEPYETUL GTNV QACT
AITOPLYNG GLUPEOPMNGTNS KO TO TAUPAOVPO CVEAVETOL YPOLLLULIKAL.

2) o petpnng TV duplicate ACKs Oa dper tnv tiun 2, yopic Opmc va
TUPOOOTEL KAVEVH, OTTO TOLS OVO TTOPATAVE® TUTTOVS event ATWAELNG TTOUKETOV.
‘Etot, 0 alyopiBuog apync exkivinong o cuveyicel va EKTEAEITOL KAVOVIKA. XTIV
nepintmon oumc mov Anedei ko tpito duplicate ACK, o amocstoréac Oa
VITOOITANGLAGEL TO TOPABLPO GLUPEOPMNGTC, Kot 6T cuvEYELX Oa E16EADEL TNV
@AGT OTOPLYNG GLUPOPNONGS, AVEAVOVTAS TO TOUPAOVPO YPOLUIKA.
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Question 3

Host A and B are communicating over a TCP connection, and Host B has
already received from A all bytes up through byte 126. Suppose Host A then
sends two segments to Host B back-to-back. The first and second segments
contain 70 and 50 bytes of data, respectively. The source port number is 302,
and the destination port number is 80. Host B sends an acknowledgment
whenever it receives a segment from Host A.
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Question 3

In the second segment sent from Host A to B, what are the sequence number,
source port number, and destination port number?

Answer:
In the second segment from Host A to B, the sequence number is 197, source
port number 1s 302 and destination port number 1s 80.

If the first segment arrives before the second segment, in the acknowledgment of
the first arriving segment, what 1s the acknowledgment number, the source port
number, and the destination port number?

Answer:

The acknowledgement number 1s 197, the source port number 1s 80 and the
destination port number 1s 302.
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Question 3

If the second segment arrives before the first segment, in the acknowledgment of
the first arriving segment, what 1s the acknowledgment number?

Answer:

The acknowledgement number 1s 127, indicating that 1t is still waiting for bytes
1277 and onwards.
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Extra Material

TCP
https://packetlife.net/blog/2010/jun/7/understanding-tcp-sequence-acknowledgment-
numbers/

Congestion Control
https://www.geeksforgeeks.org/tcp-congestion-control/

TCP Window
https://www.networkcomputing.com/data-centers/network-analysis-tcp-window-size

RTT and RTO
https://www.extrahop.com/company/blog/2016/retransmission-timeouts-rtos-application-
performance-degradation/
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Summary

* Layering the internet

* Transport Layer

 TCP (and UDP for comparison)
* TCP segment

* Three way handshake

* How to close a socket

* Sequence numbers

* Congestion control

 RTT and Timeouts

* Q&A
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Questions
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